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1. Introduction

This document is an abstract of the deliverable named “System Architecture Definition — Draft”
which was realised in the frame of the EC-funded initiative titled “Inspired” (IST-2002-507894).

This abstract is provides a high level view of the content of the complete document. It is an entry
point of choice for the reading of the complete document.

The “System Architecture Definition — Draft” defines an application framework for the TPD. In a first
step, it considers various existing software technologies and frameworks for embedded-systems
and analyses their relevancy to the TPD.

Based on this state of the art analysis, its conclusion gives the directions to the work that will be
done in the work package for the two deliverables named “Generic framework API specification”
and “Secure application management”.

2. Context

2.1 Dependencies

The dependencies between several parts of the TPD are discussed and interfaces of the
application framework to the other parts of the TPD are defined as sketched in Figure 1.
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Figure 1: Overview of the TPD interfaces of the application framework

The following interfaces have to be considered in the architecture of the application framework:

1. TPD applications ensure the integration of the TPD in IT infrastructures. The TPD acts as a
security enabling device in these IT infrastructures and has to fulfil certain requirements
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depending on the TPD profile according to Figure 1. The application framework has to give the
application developer the feasibility to develop applications typical for each TPD profile.

2. For security reasons, the application developer has no direct access to the operating system.
Typical operating system functions are encapsulated by a virtual machine and the API of the
application framework. The low-level functions of the virtual machine are part of WP 2.3,
whereas high-level functions are included in WP 2.4.

3. API functions of the application framework, which are responsible for the communication of the
TPD with the IT infrastructure, encapsulate the communication architecture of WP 2.2.

In the next step, a TPD application framework is developed based on the analysis of existing
technologies and the requirements of each TPD profile. The TPD application framework consists of
a TPD virtual machine and a TPD framework API.

2.2 Requirement analysis

Deliverable D1 contains a list of 71 functional requirements. The InspireD Workgroup 2.4 on
“Application Frameworks” found that 46 of these requirements are relevant for their work.

There are two mandatory requirements which can be highlighted and which have a strong influence
on the way this document is written. These are:

154: The TPD shall include a framework API.
138: The TPD shall be a network object.

According to requirement 154, the goal of this document is to deliver a first draft specification for an
API framework. Therefore a broad state-of-the-art analysis is performed for existing application
frameworks for embedded systems.

The TPD requirement 138 implies that we include Web Services-oriented architectures in our
analysis and design of the system architecture. In addition to that, a specification for application
downloading and management is needed.

2.3 General considerations for an application framework

The scope of this document is to provide a first functional APl description. The Application
management and downloading is also treated in the state-of-the-art analysis chapter but not
considered in detail in Chapter “Conclusions and choices”.

Formally, a framework is a set of vocabulary, rules, guidelines, methods, design patterns, APIs,
and tools that help programmers to develop and providers to deploy and manage more easily,
efficiently, and rapidly their applications. Starting from this initial definition, the important thing to
note is that a framework is a common structuring environment in which developing, deploying, and
managing applications should be easy to understand, and easy to use.

The purpose of a framework is twofold:

1. From a bottom-up point of view, a framework hides the computing substrates used by an
application. For instance, using the java.net.Socket class in a standard Java application makes
the application independent of the underlying transport protocol (Ethernet, Modem, etc.) on
which TCP/IP packets are transported.

2. From a top-down point of view, a framework enforces an application model which must be
obeyed by the applications. For instance, a Java Card 2.x applet must extend the base class
javacard.framework.Applet which enforces the applet to be a processor of APDU messages
that runs in a non-multiplexed synchronous request/response mode, and only between a
select/deselect session.

Therefore, a framework is a mandatory element of any platform if we want a platform to be used
easily and successfully by service and application providers.
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An Application Programming Interface (later called API) is a set of basic blocks (Java classes)
provided to developers in order to ease their task. Some very common classes like java.lang.String
(an abstraction to handle character strings) or java.lang.Object (the root of all Java classes) often
belong to the API. Thus, an API can be seen as a set of useful tools or as an interface to the
application environment. The API's classes constitute the basic abstraction layer for application
development.

An application model is, as a matter of fact, a very abstract view of application design. It is the
basic structure of an application, a kind of application skeleton to which a developer has to conform
to design an application. An application model often imposes the application life cycle feature, i.e.,
it provides an interface which contains starting and stopping entry points. A system component —
often constituted of framework classes — is in charge of activating these entry points and hence
managing the application life cycle. Defining a specific application model often consists in designing
an interface and providing its related application management framework. Some application models
also take into account the resource access protocol and then provide interfaces to use them.

3. State-of-the-art analysis

For this abstract, only the headlines of the state of the art are listed here.
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4. Conclusions and Choices

4.1 TPD profile analysis

From the State-of-the-art analysis in Chapter 3 it can be concluded that three different types of
programming languages can be regarded for application programming on the TPD.

Besides Java and Scripting languages an approach concerning common language infrastructure
(CLI) might be interesting. There is no preference of each language for a special TPD profile (Table
1). Scripting languages have to be analysed in more detail to ensure that security requirements for
a TPD can be fulfilled.

ProfileID | Name Java Scripting CLI (C#)
S3 System on SIM XX X XX
S4 ContactMSC XX X XX
S5 Combi MSC XX X XX
M3 System on Token XX X XX
M4 Combi SoT XX X XX
M8 System on Card XX X XX

Table 1: TPD profile versus application programming language

Native languages used on special hardware or OS are not regarded in here according to the
mandatory requirements 203 and 204 “The APl should provide TPD vendor independence”
(Erreur ! Source du renvoi introuvable.).

Regarding the framework API there seems to be two possible solution suited to fit all TPD profiles.

These are JavaCard 3.x and GP / STIP Mobile Profile 2.2. For the TPD Profile M8 with a more
advanced multi-component hardware other API frameworks with a bigger memory footprint might
be better solution if more functionality is required. It is interesting to note that the OSGi application
model and the concept of offering and sharing of services can be reused in a less resource
consuming way for TPD profiles M3 and M4 (Table 2).

In Table 3 the suitability of different scripting languages and engines to realise an API framework
for the TPD is considered. This consideration are important for the Web Services oriented
approach of the general TPD system architecture.
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ProfileID | Name JC3x |J2ME/ |CLI GP / STIP
MIDP Compact 2.2
configuration | Mobile
Profile?

S3 System on SIM X -- - X

S4 ContactMSC X -- -

S5 Combi MSC X -- - X

M3 System on Token x* -- - X

M4 Combi SoT Xt -- - X

M8 System on Card x* X X X

Table 2: TPD profile versus APl Framework for application development

! support of multi-components like biometric sensor but maybe not display or knobs

2 sub-profile of mobile profile for TPD, needed API's (Security, Networking) already defined for basic networking card. But
Web Service API’s are still under discussion.

*0SGi application model, offering and sharing of services can be reused in a less resource consuming way.

ProfilelID | Name wWIB S@T |Perl Python |Rexx |Tcl
S3 System on SIM X X X - - X
S4 ContactMSC - - - - - -
S5 Combi MSC - - - - - -
M3 System on Token | - - X (X) - X
M4 Combi SoT - - X (X) - X
M8 System on Card |- - X (X) - X

Table 3: TPD profile vs. uses of scripting languages for Web Services

Table 4 shows an overview of minimum hardware requirements for the different APl frameworks
shown in Table 2. ROM or Non Volatile Memory (NVM), typically EEPROM for Smart Cards, can
also be realised with FLASH Memory Technology.

Minimum HW requirements : Storage capacity (KByte)
API Framework

Java Card 2.2

GDP / STIP Mabile Profile 2.2 128 32
Java Card 3.x 256 8 11
J2ME / MIDP /CDLC 500 8 128
CLI (compact configuration) 1000 1000
OSGi (including MIDP/ CDC) 500 | 1000 1000

Table 4: Minimum hardware requirements for different APl frameworks
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4.2 Dependencies and interfaces to other TPD components

P04 Use Cases = general TPD applications
= Mew TPD Features required
U
? TPD Applications

(1.) API for Application developer

WF2 4 Application Framework (4P| & Management)

—_— Runtime Environment (*irtual Machine)

i2.) Memorny Managerment

WR2 3
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WiP3 7 Internal Communication ;E}{ternal
{d.) Hardware Abstraction Layer
L}
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Figure 2: Components of TPD

Figure 2 shows the common agreed architecture of the TPD. It reflects the following decisions,
which were made about interfaces between the several software modules.

We need a VM,i.e., a definition of the VM functional units (exclusion of native code!)
No hardware MMU necessary, but possible (virtual addressing is a functional block in the VM)

No file system in OS, file system part of application framework (optional file system support in
OS possible)

I/O transfer, memory access only with the OS involved
The OS should have multitasking capability (not necessary real time enhanced)
The VM may support threads

The intention of all previous mentioned decisions is to have the greatest possible variety for smart
card vendor specific enhancements regarding functionality, security and performance.

In the next steps of the InspireD project an analysis is done in the Unified Modelling Language
(UML) with focus on the functional interfaces between the blocks of the TPD software architecture.
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4.3 Approach for a design

The main goal sustaining the design of the application framework is to make the Inspired platform
an attractive and long-term platform. We aim to define a powerful, extensible and adaptable
platform to ease the support of any application model (e.g stiplet, servlet). By supporting different
kinds of applications, the InspireD framework will allow.

To reduce the time to market: ideally, every application model required to make programming
easier, safer, quicker, etc. in a particular context (e.g. Servlet).

To be market relevant: ideally, any application (model) that is mainstream in a particular
business (e.g. SIM Toolkit)

To be attractive: ideally, being able to capture applications that are not today deployed on
smart cards, by attracting these applications with a familiar host/environment (e.g., distributed
applications, Web Services)

To be future proof: ideally, every application (model) that can emerge in the future...

It appears clearly that the term ‘framework’ used here has three different and complementary
meanings (levels):

1. A basic programming paradigm articulated around a language RTE and a related base APIs
and programming style (e.g; Sun CLDC)

2. Aflexible API structure enabling the integration of various services + a programming style and
the choice of a language as per 1.(eg. STIP, Sun MIDP)

3. A service/application/platform secure on-board management machinery and API, allowing the
downloading, installation, enabling, security activity control, disabling and de-installation/ of
service/applications (eg. OSGi, GPD application management).

The conclusion for level 2 is that there is a need for a modular, flexible framework, e.g. containing a
registry, implementing the facade pattern.

In the sequel we shall not be concerned with level 3 that will be explorated in a future document
(task WP 2.4.4). UML will be used to model the aspects of levels 2 and 3.

The conclusion for level 1 is that one TPD might support more than one typed programming
language.

In the next steps of the InspireD project a design of modules representing the following functions
has to be worked out. As a design language the UML (Unified Modelling Language) has been
chosen:

Management of system start up and shutdown (level 3).

No tied to one particular application (model).

Management (un-/installation, de-/activation, update) of applications (level 3).
Sharing of services (level 3).

Provides APIs to manage applications life cycle and service registration (level 3).

Implements a core API offering the similar features as J2ME CLDC API or .NET Compact
Framework (level 1).

Relies on a security model like Java 2 (level 3).

Based on the analysis of different Uses Case and the general requirements for new TPD features,
which are described in the deliverable D5 “TPD concept definition (draft)”, some basic services will
be defined. For example, we envision to define some services to support Web Services through
various application models, e.g. an XML parser.

For a networking device the following functional blocks need to be defined as an API for the
Application developer

Storage
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Crypto

Communication (Socket / HTTP server and client + secure version), including optional
contactless API if hardware is available

Tansaction API
XML Processing

Optional :
Power Management
Timer Management
Date API
Biometric API
Stream Processing
API Peripherals
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